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NHOOPMAIIMOHHAA ITAMATKA
JUIS OBYHAIOIINXCA U PASMEILIEHMA
HA OONIHAJIBHBIX MHTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJOJIe)KU B HHTEPHETE CTAaHOBUTHCA Oouibllie, a
IIKOJIBHUKU OJIHM W3 CaMbIX aKTUBHBIX MoJib3oBaTenaed Pynera. Mexay Tewm,
MOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEHM, MHTEPHET HECET W MPOOJIEMBI.
Ota naMmsTKa 10KHA TOMOYb TeOe 0€30MacHO HaXOUThCS B CETH.

KomnbroTepHbIe BUPYCHI

KoMmnbioTepHbIii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX MPOrPaAMM,
OTJIMYUTEILHONU OCOOEHHOCTBIO KOTOPOH SIBISIETCA CIIOCOOHOCTH K PA3MHOKEHHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOT'YT MOBPEAUTH WJIM MOJHOCTbIO YHUYTOXKUTh
Bce (haiiibl ¥ JaHHBIE, MOJKOHTPOJILHBIE TIOJIH30BATEN0, OT UMEHU KOTOPOro ObLia
3amylieHa 3apakeHHas MporpaMma, a TakKe MOBPEAUTh WM JaXXe YHUUTOXKHUTh
OMEPAIMOHHYI0 CUCTEMY CO BceMHu (hailiamu B 1esioM. B OONbIIMHCTBE Cily4yaeB
PaCIpOCTPaHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEJOHOCHBIX TPOTPAMM:

1. Hcnonb3yli COBpEMEHHBIE ONEPAUMOHHBIE CHCTEMBI, HMEIOIINE
CEPBhE3HBIA YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX MPOrpaMM;

2. IloctosHHO ycTaHaBiauBaiW mautv (UUQpOBBIE 3ariaTKU, KOTOPHIE
aBTOMATUYECKH YCTAaHABIMBAIOTCA C IEJbI0 JOPAaOOTKU MPOrpaMMbl) U JPYTHE
OOHOBJICHHMSI CBO€l omepanMOHHOM cucteMbl. CkayuBaili UX TOJBKO C
opunuanbHoro caira paspadorunka OC. Ecau cymectByeT — pexum
ABTOMATHYECKOTO OOHOBJICHUS, BKIIIOUHU €TO0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IMOJ] NpaBaMU IMOJIb30BATENsl, a HE
aJMUHUCTpATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUTUPOBATHCS Ha TBOEM MEPCOHATIBHOM KOMITBIOTEPE;

4. Ucnonb3yil  aHTUBHUPYCHBIE MPOTPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MIPOU3BOAUTENICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (U3NYECKUMN TOCTYI K KOMIIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

6. Wcnonb3yil BHENIHUE HOCUTENU HMHGOPMAIUU, TaKUE KakK (uielika, AUCK
WK (aiis u3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBall KOMIBIOTEpHBIC (haliibl, MOJYYEHHBbIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MpUCIal TBOU 3HAKOMbIN. Jlyulie yrouHu
y HETo, OTIPABJISUI JIU OH TeOE uX.

Cetu WI-FI

Wi-Fi - aT0 He BuJ nepenadn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIITL OpEeH/I,
Mapka. Eme B 1991 roay Hunepnanickass KOMIIaHMS 3aperucTpUpoBalia OpeH.
«WECA», uyto o6o3Hauano cnoBocouetanue «WirelessFidelity», «oTopsbrit
MEPEBOJUTCA KaK «0eCpOBOHAS TOUHOCTh Y.



Jlo Haiiero BpeMeHHu jAoliia Apyras ab0peBuarypa, KoTopas sSBIseTCs TaKon
xe TexHosiorued. Dto abOpeBmatypa «Wi-Fi». Takoe Ha3BaHue ObLIO AaHO C
HAMEKOM Ha CTaHJapT BbIclied 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje
03HAYAET «BBICOKASI TOUHOCTHY.

Jla, 6ecraTHBIN MHTEPHET-AOCTYI B Kade, OTENISIX U adpornopTax sBISIETCS
OTJIMYHOM BO3MO>XHOCTBIO BbIXOJAa B MHTEpHET. HO MHOrme skcmepThl CUMTAIOT,
yT0 o0wmenoctynHbie Wi-Fi cetu He sABIsAIOTCS O€30MacHbIMU.

CoeTtsl 10 6€30MaCHOCTH PadOTHI B 00LIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenapaii cBoro JinuHyto nHpopMaluio yepe3 oodmenoctynusie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTebHO HE BBOJAUTH MAPOJIHU JIOCTYNA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vcnonb3yil 1 OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€e30MacuIlb ce0sl OT 3aKaYKy BUpPycCa Ha TBOE YCTPOMUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi orkmoun ¢yskiuo «OOmuil goctyn K
daiinam u npuHTepam». [laHHas (yHKIUS 3aKpbiTa MO YMOJYAHHUIO, OJIHAKO
HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€ JJIsl yI00CTBa UCIOIb30BaHUS B paboTe
uim yueoe;

4. He wucnons3yid nyOonuunsii WI-FI nns nepemaun JWUYHBIX JTaHHBIX,
HaIpuMep, JUIsl BBIXOJIa B COIMATIbHBIEC CETH WX B DJIEKTPOHHYIO MOUTY;

5. Ucnonp3y# TosbKO 3amuiineHHoe coenuuenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-azipeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkimoun ¢yukiuio "llogkmouenne k Wi-Fi
aproMaruyecku'. He pgomyckail aBTOMaTHYECKOrO MOIKIIIOYEHHS YCTPOMCTBA K
cetsam Wi-Fi 6e3 TBoero cornacus.

CounanbHbIE CETH

ConuanbHble CEeTH aKTUBHO BXOJST B Hally KM3Hb, MHOTHE JIIOIU pabOTalOT
U KUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructprpoBan MuLiHap, 4eI0BeK,
YTO SIBJIIETCA OJHOM CEIBbMOUN BCEX KUTENIEH IuiaHeThl. MHOrHe MoJib30BaTENN HE
NOHUMAIOT, YTO MH(GOpMalUs, pa3MeEIIeHHass UMU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HaiiZilecHa W HCMOJb30BaHA KEM YTrOJHO, B TOM YHCIIE€ HE O0O0A3aTEIbHO C
0JIaruMHy HaMEpPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTU B COLMAIIBHBIX CETSAX:

I. Orpanuub cnucok Japy3ed. Y Te0sa B JApPY3bsiX HE JIOKHO OBbITh
CIy4alHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amumail cBOKO 4YacTHYK ku3Hb. He ykaspiBall maponu, TenedoHBI,
aapeca, JaTy TBOErO0 pOXAEHUS H  JAPYryl0 JUYHYI0  HHGPOPMAIHIO.
310yMBIIIJIEHHUKHA MOT'YT UCIIOJIb30BaTh 1a’kKe MH(POPMAIUIO O TOM, KaK Thl U TBOU
POJUTEINHN IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammumaid CBOIO peIyTalMio - JEpKU €€ B YHCTOTE U 3ajJaBail cebe
BOIIPOC: XOTeJ ObI Thl, YTOOBI APYTUE MOIH30BATEIN BUJIENHU, UTO ThI 3arpy>Kacib ?
[Togymaii, mpexjie 4eM 4TO-TO ONyOJUKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE WCIOJb3YH CBOE
peajgbHOEe UMSI U IPYTYIO0 JTUYHYI0 UHQOpMAIUU: UMSI, MECTO JKUTEJIbCTBA, MECTO
y4eObl U IIpouee;



5. U36eraii pazmemenus dortorpaduii B MaTepHeTe, r1e Thl H300pakeH Ha
MECTHOCTH, [0 KOTOPOW MOYKHO OINPEJIEIIUTh TBOE MECTOIOIOKEHHUE

6. Ilpu perucTtpanu B COLUMAIBLHOM CETH HEOOXOAMMO HCIOJIH30BATh
CJIOKHBIE MAPOJIH, COCTOSIINE U3 OYKB U IU(P U C KOJUYECTBOM 3HAKOB HE MEHEe
8;

7. Ans  colMalbHOM CeTH, MOYTHl M JAPYrMX CAalTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hbie Mapoyik. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKA
MOJIy4YaT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIC JICHbIU

DNEeKTpOHHbIE AEHBIM - 3TO OYEHb YNOOHBIM CrMoco0 MiaTeXei, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh 3TU JICHBIH.

DJIEKTPOHHBIE JICHBI'M MTOSBUJIMCH COBCEM HEABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYIapCTBaxX A0 CUX MOP HE MPOMUCAHO PO HUX B 3AKOHAX.

B Poccuu xe oHM (QYHKIIMOHHPYIOT U O HUX YX€ IMPOIMKUCAHO B 3aKOHE, TJIe
MX pA3JesiOT Ha HECKOJbKO BUJOB - AaHOHUMHBIC U HE aHOHUMHbIC. Pa3Huna B
TOM, YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpOBOJUTH onepaiuu 0e3
UJEHTU(DUKALIMY TT0JIH30BATENSI, @ B HEAHOHUMHBIX UACHTU(DUKALINS MTOJIH30BaTEIsI
SABJISIETCS 00513aTEIBHOM.

Takke cneayeT pa3iauyaTh DIJIEKTPOHHBIE (UATHBIE JEHBI'UM (paBHbI
roCyJapCTBEHHBIM BaJIOTaM) W SJEKTPOHHbIE HE(pUATHBIE JEHbIU (HE pPaBHBI
rOCYJJapCTBEHHBIM BAJIIOTaM ).

OcHOBHBIE COBETHI IO 0€30MacHOM PaboTe ¢ PIEKTPOHHBIMU JEHbBIAMU

1. TlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO camblil yIOOHBIM U
OBICTPBII C€MOCOO BOCCTAHOBUTH JOCTYN K cuery. IIpuBs3aHHbll TenedoH
MOMOXET, eciu 3a0yJenib CBOM IUIATEXHBIM Mapoiib WM 3aifJielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA,;

2. Ucnionp3yil oxHopaszoBele maposd. [locie mepexoma Ha YCHIIEHHYIO
aBTOpHU3alMI0 Tebe yxke He OyAeT yrpoxaTh OMACHOCTh Kpaku WIIM TepexBara
MJIaTEKHOTO NapoJis;

3. BeiGepu cnoxublii mapoisib. [IpectynmHukam OyAeT HE MPOCTO yrajaaTh
CJIOKHBIN Mapoib. HaiexxHble Mapoau - 3T0 NapoJik, KOTOPBIE COIEPKAT HE MEHEE
8 3HAKOB M BKJIOYAIOT B Ce€0Sl CTPOUYHBIE M MPONUCHbIE OYKBBI, IUMPHI U
HECKOJIbKO CUMBOJIOB, TaKHE KaK 3HaK JoJu1apa, (hyHTa, BOCKIMIATEIbHBIA 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOAY CBOM JINYHBIE JAHHBIC HA CAWTaX, KOTOPBIM HE JOBEPSCIIb.

DIIEeKTpOHHAs Mo4uTa

DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHUS M MPEJOCTABISEMBIE €0 YCIYTH IO
MEPECHUIKE U MOTYUYECHUIO 3JIEKTPOHHBIX COOOUIEHUN, KOTOPBIE paclpeestoTcs B
KOMIBIOTEpHOH ceTH. QOOBIYHO SJICKTPOHHBIM TTOYTOBBIM SIIIUK  BBITJISAUT
CIEAYIOIKUM 00pa30oM: UMsI_TOJIb30BaTENA(@UMS_JoMeHa. Takxke KpoMe repeaadu
IIPOCTOTr0 TEKCTa, UMEETCS BO3MOKHOCTh NIEpe1aBaTh (pailiibl.

OcHOBHBIE COBETHI 110 O€30MaCHON paboTe C IEKTPOHHOU MOYTOM

1. Hano BBIOpaTh mNpaBUIBHBINA MOYTOBBINM cepBuCc. B uHTEpHETE ecTh
OTPOMHBIN BIOOp OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIle IOBEPSATH TEM,
KO0 3HAaellb U KTO NEPBbIM B PEUTHUHIE;



2. He yka3biBaii B TuuHOM nouTe nTuuyHyto uHbopmanuto. Hanpumep, myurie
BbIOpaTh «My3bIKaIbHBIA (haHaT@» unu «pok2013» BmecTo «Temal3»;

3. Mcnonp3yil ABYXATAaHYH aBTOPU3ALMIO. JTO KOrAa INOMHUMO IapoJIs
HY>KHO BBOAUTH KO, IPUCBUIAEMBIN 10 SMS;

4. BoiOepu CIOXKHBIN Mapoib. JJIs KakI0ro MoYTOBOTO SITUKA JOJKEH OBIThH
CBOU HAJICKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJlb;

5. Eciim ecTb BO3MOXHOCTH HalMCaTb CamMOMYy CBOM JIMYHBIA BOIIPOC,
HCTIOJIb3YH 3TY BO3MOKHOCTB;

6. crionb3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. [lepBbIil i 4acTHOM
MEPENUCKHU C aJpecaTaMH, KOTOPBIM Thl JOBEPSEIIb. JTO 3JEKTPOHHBIN aapec He
HaJI0 UCIOJIb30BATh MPU PErUcTpaliuu Ha popymax u cailtax;

7. He otkpbiBail (haiifibl U Ipyrue BIOKEHUS B MUCbMaX, JaXKe €CIU OHHU
IOPUIIA OT TBOUX Jpy3ei. Jlyulie yTouHM y HUX, OTHPABIISUIA JIK OHU TeOe 3TH
Gbaiinbr;

8. [locne okxoHuyaHus pabOTHI HA IMOYTOBOM CEpPBHCE IMEpei 3aKpPhITHEM
BKJIAJIKU C CAaliTOM He 3a0yJb HaXaTh Ha « BeIATHY.

KubepOyiiHT Uin BUPTYyaIbHOE U3/1€BATEILCTBO

KubepOynnuHr -  mpecieloBaHME  COOOIIECHUSIMHU,  COASPNKAIIUMHU
OCKOpOJIeHHS], arpeccuio, 3aIyTUBAHUE; XyJINTAHCTBO; COLMAIIBHOE
OOMKOTHUPOBAHHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpKOE C KHOEPOYILTUHTOM :

1. He 6pocaiics B 60ii. Jlyummii crioco6: MoCOBETOBATLCS Kak ce0sl BECTH U,
€CJIM HET TOro, K KOMYy MOXHO OOpaTUThCS, TO BHadalle YCIOKOUTHCS. Eciu Thi
HAaYHElIb OTBEYaTh OCKOPOJICHUSIMU HAa OCKOPOJIEHHUS, TO TOJBKO eIle OOoJbIle
Pa30XKKENTb KOH(IIHKT;

2. Ynpasisiii cBoel kubeppemnyTraimei;

3. AHOHUMHOCTH B ceTu MHuUMas. CylecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 3a aHOHHUMHBIM aKKayHTOM;

4. He cTouT BECTH XYJIHMTraHCKUM oOpa3 BHUpPTyaidbHON XW3HU. WHTepHET
dbuKcupyeT Bce TBOU JACUCTBUSI U COXpaHsET HUX. YJalIUTh UX OyneT KpaiiHe
3aTPYyAHUTEIBHO;

5. Cobmroail CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHuuyHbli  HeraTuB. (OIHOpa30BbIE OCKOPOHWTEILHBIC
cooOlIeHUsT Jy4lie urHopupoBaTb. OOBIYHO arpeccus mpeKpamaercs Ha
Ha4daJabHOM CTAJNU;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMHU, B
COIIMATBHBIX CETAX €CTh BO3MOXHOCTH OJOKHPOBKH OTHPAaBKH COOOIICHUIN C
ONPEAEIEHHBIX aIPECOB;

8. Ecnu bl cBUaETENs KUOEpOyIuHra. TBOM JEHCTBUS: BBICTYIUThH MPOTUB
rpeciieoBaTens, MOoKa3aTh €My, YTO €ro JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJJIepKaTh KEPTBY, KOTOPOM HYXHA IICUXOJIOTMYECKas IMOMOIIb, COOOUIUTH
B3POCIIBIM O (PaKTe€ arpeCCUBHOTO MOBEJICHUS B CETH.

MoOunbHbIN TenedhoH

CoBpemeHHble cMapTHOHBI U MIIAHILIETHI COAEPKAT B ce0e BIOJHE B3POCIIbIN
(GyHKIMOHAJI, W TEnepb OHM MOTYT KOHKYpPUPOBaTh CO CTallMOHAPHBIMHU



KoMmmbioTepamu. OJTHaKO, CPEJCTB 3aIUTHI AJIsS MOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTupoBaHHEe W TMOWUCK YSI3BUMOCTEH B HHX THPOUCXOAUT HE TakK
MHTEeHCHUBHO, Kak st [1K, To e camoe kacaeTcsi U MOOUIIBHBIX MPUTTOKEHUH.

CoBpeMmeHHBIE MOOWIBHBIE Opay3epbl yXKe€ MPAKTUYECKH JOTHAIU
HACTOJbHBIE aHAJOTH, OJHAKO paciiMpeHue (QyHKIMOHAIa BJEYeT 3a COO0Oi
OOJIBIIYIO CTIOKHOCTH U MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlanexo He BCe MPOU3BOJUTENM BBIMYCKAIOT OOHOBIICHHUSI, 3aKPbIBAIOIIUE
KPUTUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJ1s1 6€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huuero He siBnseTcs mo-HacTosiniemMy OecruiaTHbiM. Bysib ocTOpokeH, Beb
Korja tebe mpejiararoT OecIulaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaButh SMS, poto wiu Buaeo. Thl TOYHO 3HAEHID,
rje oHu OyJyT B KOHEYHOM UTOTE?

Heo6x011uM0 0OHOBIISITH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

Hcnonp3yii aHTUBUPYCHBIE POTPAMMBI /1151 MOOMIIBHBIX TEJIE(OHOB;

He 3arpyxaii mpuiioxeHuss OT HEU3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT
COJIEpP>KaTh BPEIOHOCHOE IIPOrPaMMHOE 00eCIeUeHuUE;

[locne TOoro kaxk Thl BBIWJEUIL C CaiiTa, TJI€ BBOAWI JIMYHYIO MH(OPMALIUIO,
3aiiIu B HACTPOMKH Opay3epa u yaaiau cookies;

[lepuoandecku mpoBepsid, Kakue MIATHBIE YCIYTd aKTUBUPOBAHbBI HA TBOEM
HOMEpE;

JlaBaii cBoii HOMep MOOWJIBHOTO Teje(oHA TOJIBKO JIIOASM, KOTOPBIX ThI
3HaEIIb U KOMY JIOBEpSICIIb;

Bluetooth gomxeHn ObITH BBIKIIIOYEH, KOrJa Thl UM HE mMojb3yemibes. He
3a0bIBail HHOT]a TPOBEPSITH ITO.

Online urpset

CoBpeMeHHBIE  OHJIANMH-UTPBI - 3TO  KpPAaCOYHBIE, 3aXBaTbIBAIOIIUE
pa3BiieueHUs, OOBEIUHAIONINE COTHU ThICSY YEJIOBEK MO Bcemy Mupy. Urpoku
UCCIEAYIOT JIaHHBIA UM MHp, OOILIAIOTCS APYT C JAPYTrOM, BBIMOJHSIOT 3aJaHus,
CpaXaroTCsd C MOHCTpaMU M TOJY4alOT ONBIT. 3a YAOBOJbCTBUE OHM ILIATAT:
MOKYMAaIOT AUCK, OIJIaYMBAIOT AOOHEMEHT WJIM NPUOOPETAIOT KAKHE-TO OMIUH.

Bce a1tu cpenctBa uayT Ha NOJAEPKAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MaCHOCTh: COBEPUICHCTBYIOTCS CUCTEMbl aBTOPHU3AIIMH, BBIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIe 3aMIATKU 151 TPOTrpaMM ), 3aKPhIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mnomoOHBIX urpax CTOUT omacaThbCsd HE CTOIBKO CBOMX COMNEPHUKOB,
CKOJIBKO KpaXXH TBOEr0 MNapoJii, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALUU
OOJBIINHCTBA UTD.

OcHOBHbIE COBETHI IO 0€30MaCHOCTU TBOET'O UTPOBOI'0 aKKAYHTA:

1. Eciiu npyroit urpok BeaeT ceOs TI0X0 WM CO3/aeT TeOe HEMPUATHOCTH,
3a0JI0KUPYH €ro B CIIUCKE UTPOKOB;

2. lloxamyiics aIMHHUCTPATOpaM HWIPbl HA IUIOXO€ IIOBEACHHUE HTOTO
UTPOKA, JKEJIATeJIbHO MPUJIOKUTH KaKUe-TO 10Ka3aTelIbCTBa B BUJIE CKPUHOB;

3. He yka3biBaii tuuHyto nHQOpMaIuio B mpodailie Urpsi;

4. YBaxkail Apyrux y4aCTHUKOB IO UTPE;



5. He ycTanaBnuBait HeoduaibHble aT4M U MOJIbI;

6. Mcnonb3yii CIOKHBIE U pa3HbIE MMAPOJIH;

7. Jaxe BO BpeMs UIpbl HE CTOUT OTKIOYaTh aHTUBHpycC. [loka TbI
Urpaeliib, TBOM KOMIIbIOTEP MOTYT 3apa3uTh.

OUIIMHT I KpaXka JIUYHBIX TaHHBIX

OObIUHOM KpaXkel JIeHeT W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAWBUIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJOTHM 3JTO0YMBIIUICHHUKN MEPEMECTUIIUCh B
WHTEPHET, U MPOJ0IKAIOT 3aHUMATHCS «THOOUMBIMY JEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: HUHTEPHET-MOIICHHUYECTBA WJIM (DUIIMHT,
rJIaBHAsl I€JIb KOTOPOTO COCTOUT B TMOJYYEHUHM KOH(PUACHIIMATBHBIX JaHHBIX
MoJIb30BaTeliel - JOTMHOB U mapoiei. Ha anrnuiickom s3eike phishing unraercs
kak ¢umuHr (ot fishing - peiOHast noBIsA, password - mapoisb).

OcHoBHbIE COBETHI 110 O0pHOE ¢ HQUIIHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojio3peBaeliib, YTO TBOS aHKETa
Oblla  B3JOMaHa, TO HEOOXOJMMO  3a0JOKHMpOBaTh €€ U COOOIIUTH
aJIMUHUCTPATOpPaM pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Ucnonp3yii Oe30macHbIe BeO-CalThl, B TOM YHCJIE, HHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM,;

3. Ucnonb3yil cioxkHble W pa3Hble maponu. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
podUIIIO B CETH, @ HE KO BCEM;

4. Ecniu TeOs B3IOMaldd, TO HEOOXOIUMO TMPEayHnpeauTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE 100aBIIeHBl y TeOsl B APY3bAX, O TOM, YTO TeOs B3JIOMAH H,
BO3MOJKHO, OT TBOETO UMEHH OYJIET PacChIIaThCs ClaM U CChUIKHM Ha (DUIIIMHTOBBIE
CaWTHI;

5. YcranoBu HaaexHsbli naponas (PIN) Ha MoOuIbHBIM TenedoH;

6. OTKJII0YM cCOXpaHEeHUE napoJis B Opaysepe;

7. He otkpbiBail (haiifibl U Ipyrue BJIOKEHUS B MUCbMaX, JaXke €CIU OHU
OPUILUIA OT TBOUX Jpy3ei. Jlydlie yTouHM y HUX, OTHPABISUIA JIK OHU TeOe 3TH
Gbainbl.

Hudposas penyramus

Hudpoas penyranusa - 3TO HeraTHUBHAsA WIM MO3UTHUBHAs MH(pOpMAIUs B
cetu o Tebe. Kommpomerupyromas uHbopMalus, pa3MellecHHas B HHTEPHETE,
MOXET CEepbE3HBIM 00pa3oM OTpa3uThCS Ha TBOEH peanbHOU xku3Hu. «{udposas
pernyTanus» - 3T0 TBOU UMUK, KOTOpbIi (hopmupyercs u3 uHdpopmanuu o Tede B
UHTEpHETE.

TBoe MeCTO JKHTEIbCTBA, Yy4eObl, TBOE (HUHAHCOBOE IIOJOKEHUE,
O0COOCHHOCTH XapaKTepa U paccKasbl 0 OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MYOJIMKAIIMU JIMYHOU
uHopmanuu B MHTEpHETE, HE MOHMMAsI BO3MOXKHBIX MOCIEACTBUNM. Thl gaxke He
CMOKEIIb J0TajaThCs O TOM, 4yTO oTorpadus, pazMelieHHas 5 JeT Ha3al, crajia
MPUYMHOM OTKa3a MPUHATH TE€Os HA padoTy.

KommenTapuu, pazMenienre TBoux (ororpaduii u Apyrue AeMcTBUS MOTYT
HE HUCYE3HYThb Jaxe IOCJe TOro, Kak Thl UX yJaiduiib. Thl HE 3HaEUIb, KTO
COXpaHWJ 3Ty wuH(popManMio, momnajga JIM OHAa B TOUCKOBBIE CHUCTEMBI H



COXpaHWJIaCh JU OHA, a TJIAaBHOE: YTO MOAYMAIOT O TeOE OKpYXKaIOIIHE JIIOAH,
KOTOpble HAWAYyT M yBUIAT 3T0. HaliTu uHpOpMaIuio MHOTO JIET CIYCTSI CMOXKET
m000H - KakK U3 H00phIX MOOYKICHUH, TaK U C HAMEPEHUEM MIPUUUHUTH Bpea. DTO
MOXKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3alUTe HUPPOBOM pemyTaluu:

1. [Togymaii, mpexae yeM 4To-To IMyOJIMKOBATh U NIEpeiaBaTh y ce0s B Oiore
WJIH B COLIUAJILHOM CETH,

2. B Hactpoiikax npoduisi yCTaHOBM OTpaHUYEHHUS Ha MPOCMOTP TBOETO
npo(dUIIs U ero COAEPKUMOT0, CAENIAN €ro TOIBKO «UIsl py3ei»;

3. He pa3Meiniaii 1 He yka3biBall MH(pOpMAINIO, KOTOpas MOXKET KOTro-Iudo
OCKOPOJISATH WJIK OOMKATh.

ABTOpPCKOE MPABO

CoBpeMeHHbIE IIKOJbHUKMA - AaKTHUBHBIE TI0JIb30BaTelu IU(poBOro
npoctpaHcTBa. OJHAKO JajJe€Ko HE BCE 3HAKOT, YTO I[OJb30BAHME MHOTHMU
BO3MOXKHOCTAMM  LH(poBOro  Mupa Tpedyer  coOntoJeHHs MpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «HMHTEIUIEKTyallbHasi COOCTBEHHOCTbY» OTHOCHUTCSI K Pa3IUYHBIM
TBOPEHUSM YEJIOBEYECKOTr0 YMa, HAuMHAs C HOBBIX H300pETEHUN M 3HAKOB,
0003HaYaOIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTd, U 3aKaHYMBas KHUTaMH,
dbotorpadusiMu, KHUHODUIEMAMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEIEKTYyaJdbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJICHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KauecTBe TapaHTUM TOrO, YTO WHTEJUICKTYalbHBII/TBOPUYECKHUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeIJIUBbie BO3MOXHOCTH 3apa0oTaTh Ha
pe3yibTaTax CBOEro TpyJla, MOJIYYUTh W3BECTHOCTh W Tpu3Hanue. Hukrto 06e3
paspelmieHruss aBTOpa HE  MOXKET BOCHPOM3BOAWUTH €Tr0  IMPOU3BEICHUE,
pacrpoCcTpaHsaTh, MYOJIHMYHO JIEMOHCTPUPOBATH, MPOJiaBaTh, HUMIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJUYHO HUCIOIHATH, MOKA3bIBATh/UCIONHATh B d(upe wiIn
pa3mewiars B lMiHTepHere.

Hcnonp3oBanue «mupaTcKOro» MPOrpaMMHOTO OOECHEYEHUsT MOXKET
OpPUBECTH K MHOTMM pHCKaM: OT MOTEpH JIaHHBIX K TBOMM aKKayHTaM J0
OJIOKMPOBKM TBOErO YCTPOWCTBA, IJI€ YCTAHOBJIEHA HeJerajibHas mporpamma. He
CTOMUT TaK)Ke 3a0bIBaTh, UTO CYIIECTBYIOT JIETalbHbIE U OECIUIATHBIE MPOTPAMMBI,
KOTOPBIE MOKHO HAUTHU B CETH.

O noprane

CeteBH4OK.pd - TBOM IJIaBHBIN COBETUMK B CETH. 37€Ch Thl MOXKEIIb Y3HAThH
0 0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3ZHUKHOBEHHU
KPUTUYECKOW CUTyallun OOpAaTUTHCS 3a COBETOM. A TakKe MPUHATH ydacTHE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBBIM I'PakTaHUHOM !



